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           Regent Road 
           EDINBURGH 
           EH1  3DG 
 

 
Dear Colleague 
 
THE USE OF PERSONAL HEALTH INFORMATION IN 
NHSSCOTLAND TO SUPPORT PATIENT CARE 
 
Introduction 
 
This letter sets out the work programme to promote best practice 
and continued improvement in the use of personal health 
information as an integral part of  patient care.  It also explains 
its use to support the management of NHSScotland and for a 
range of other purposes to improve Scotland's health, as well as 
meeting the legal requirements of the Data Protection Act.  
Involving patients in decisions about such uses is also integral to 
strategies which support the confidence of patients in their health 
services. 
 
Summary 
 
1. Protection of personal health information is part of good 
clinical practice, and is underpinned by the Common Law duty 
of Confidentiality, the implementation of the Data Protection Act 
1998, revised Codes of Professional Practice, and the new 
European Convention on Human Rights.  Arrangements for use 
of Personal Health Information should meet these requirements, 
as well as the recommendations made in the Confidentiality and 
Security Advisory Group's Report.  
 
2. The Principles of Data Protection and Confidentiality, the 
Action taken so far by Scottish Executive Health Department in 
response to CSAGs report and a summary of key staff in NHS 
Scotland organisations can be found in Annex A, B and C. 
Guidance on use of the Community Health Index in relation to 
confidentiality is in Annex D.  Resources available for the use of 
NHSScotland are listed in Annex E. 
 

 
4th August 2003 
______________________________ 
 
Addresses 
 
For action 
Chief Executives, NHS Boards 
Chief Executives, Special Health 
  Boards 
Chief Executive, Common Services 
  Agency 
 
For information 
Chief Executives, NHS Trusts 
Caldicott Guardians 
 
______________________________ 
 
Enquiries to: 
 
Dr Ann Bisset 
Room 06, Rear Basement 
St Andrew's House 
EDINBURGH  
EH1 3DG 
 
Tel:  0131-244 2363 
Fax: 0131-244 3470 
email: ann.bisset@scotland.gov.uk  
______________________________ 

mailto: ann.bisset@scotland.gsi.gov.uk
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Action 
 
4. Chief Executives are asked to: 
 

• Ensure that good clinical practice with respect to personal health information is 
integrated with clinical and staff governance, and frameworks for clinical risk. 

 
• Recognise and support Caldicott Guardians as leaders for this challenging agenda in 

their organisations; there is a need to inform staff, patients and the public, seek 
appropriate consent for the use of data according to latest guidance, construct systems 
which respect patients wishes in the use of personal health information, and 
anonymise data where this is possible. 

 
• Take note of milestones to progress (including a new specification for Work to be 

Achieved on confidentiality which will be proposed for the Performance Assessment 
Framework for 2003/4), and Scotland-wide resources and initiatives to improve 
practice (including a new code of practice for staff in relation to confidentiality of 
Personal Health Information, a Data Protection Forum and a Caldicott Review Group, 
and guidance on use of the Community Health Index (CHI)). 

 
In particular, by April 2004, Chief Executives should ensure that: 
 

• New Code of Practice for NHS Scotland on Protecting Patient Confidentiality is 
issued to all staff, students, volunteers and contractors.  Separate information has been 
sent out  to Chief Executives, HR Directors and Communications Directors explaining 
the distribution proposed. 

• There is a confidentiality clause in all staff contracts (both new and existing). 
• A local patient information leaflet on protection of personal health information is 

customised to include local contact points. It should be available to all patients 
accessing the NHS. 

• A staff information leaflet on protection of personal health information is customised 
to include local contact points. They should be available to all staff in the NHS, and 
should be included in induction and refresher courses for all staff, as part of raising 
staff awareness. Staff should be informed about the e- learning package and the 
Confidentiality website, and their responsibility to be up-to-date and well- informed in 
these matters. 

• Their NHS Board uses ISD anonymised national data, and sets up systems to similar 
standards for local data flows. 

• Their NHS Board reviews their staffing and support for Data Protection and Records 
Management in order to meet agreed action plans by April 2004. 

• Caldicott Guardians submit outturn reports which match NHS Board submissions to 
SEHD, as recommended by the Caldicott Review Group. 

• The attached guidance in Annex D on use of the CHI is issued to all staff. 
 
Yours sincerely 
 

 
DR ANDREW FRASER 
Deputy Chief Medical Officer 
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ANNEX A - Principles 
 
1. INVOLVE PATIENTS AND SERVICE USERS 

 
• Let patients and service users know what information you wish to record.  
• Explain why you need the information and what it may be used for. 
 

2. INFORM PATIENTS AND SERVICE USERS OF THEIR RIGHTS 

 

• Make sure patients and service users know their rights to confidentiality and how to 
exercise them. 
• Respect the right of patients and service users to have access to their health records. 
 

3. RESPECT INDIVIDUAL CHOICE 

 

• If patients and service users do not want information about them to be used for a 
particular purpose, try to respect their wishes. 
• Make sure that patients and service users are aware of the implications of their decision. 
• If you cannot respect a patient’s wishes on the use of personal health information, 
guidance must be sought from the local Data Protection Officer or Caldicott Guardian.  
 

4. GET IT RIGHT 

 • Make sure health records are accurate, complete and up-to-date.  
 

5. KEEP HEALTH RECORDS SECURE  

 
• Store and send personal health and care information securely at all times to ensure that it 
cannot fall in to the wrong hands. 
• Ensure requests to see health information are from those with a legitimate right. 

6.  ONLY RECORD WHAT YOU NEED 

 

• Only record the information relevant to caring for the patient or service user.  
• This may include collecting information needed for the administration of care and 
information required for any research projects in which a patient or service user has agreed 
to participate. 
 

7. SHARE WITH CARE 

 

• In general share personal health information required for the treatment and care of 
patients or service users only on a need-to-know basis; and  
• Share personal health information outside the NHS only with your patient’s knowledge 
and express consent; 
• But you may share information without consent if you are obliged to by law, if required 
to do so to protect life and limb (for example, to ensure that a child is adequately 
protected), or if it is justified to do so in the public interest. You must always however be 
prepared to explain the basis of such disclosure. 
 

8. 
 

KNOW YOUR OBLIGATIONS TO YOUR PATIENTS, SERVICE USERS AND 
OTHERS 

 

• All staff dealing with personal health and care information should be aware of the issues 
surrounding confidentiality and be trained to deal with them in an appropriate manner.  
• The need for confidentiality should be a contractual obligation for all those employed by 
NHSScotland, its contractors and volunteers. 
 

 



 

abcde abc a SSM2072003 

ANNEX B -: IMPLEMENTATION OF CSAGS REPORT by Scottish Executive 
 
SEHD welcomes the recommendations of the CSAGs (Confidentiality and Security Group's) 
Report and has taken steps to start implementing most of them. Much work has been 
undertaken across NHS Scotland. Further work is continuing and a specification of minimum 
work is included in the HDL which accompanies this response. All of this work will be 
reviewed again in April 2004 and a further report issued.  This detailed response on behalf of 
the Health Department of Scottish Executive (SEHD) to the CSAGS Report outlines progress 
so far. 
 
Aim:  A Health service in Scotland which achieves and actively promotes best 
practice in relation to confidentiality and protection of all health information; while making 
maximum use of this information to enhance patient care and choice.  
 
Basic principles: 
 
1. Patient, staff and public confidence and concerns are central to the drive for better 

security and confidentiality of health related information.  Wherever possible patient 
wishes will be respected. 

 
2. Good information practice, of which privacy, confidentiality and security of 

information are components, is integral  to all clinical practice. 
 
3. SEHD recognises that achieving the above will require changes in practice and culture 

in NHS Scotland, with a need for appropriate training for staff and information for 
patients.  

 
4. Such changes are part of a process of continuous improvement, based on the key 

principles of  
a) Collecting and holding sufficient information to ensure safety and optimum care 

of the patient, staff and public, and the efficient running of services 
b) informing patients about all information held about them wherever possible 
c) involving patients in decision-making about uses of their data wherever possible 
d) respecting patient-choice wherever possible 
e) anonymising identifiable data as early and as far as possible. 

 
5. Technical solutions to enhance and safeguard patient confidentiality are integral to all 

information management and technology systems. 
 
6. There is a clear relationship with other work in NHS Scotland, including 
 

• Patient Focus and Public Involvement 
• The work of Caldicott Guardians1 and Data Protection Officers  
• Guidance from the Information Commissioner 
• The IM&T strategy for NHS Scotland, including increased use of electronic 

records 
• CNORIS (risk strategy) 
• Clinical governance 
• Induction, Training and education of all staff 
• Shared assessment frameworks (for community care and children's services), 

eCare and increased joint working with other agencies 
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• Other Data Protection initiatives within Scottish Executive 
• Implementation of the Freedom Of Information Act  
• Implementation of the Adults with Incapacity Act 
1. Caldicott Guardian is a senior clinician appointed by each NHS Board to oversee patient confidentiality. 

 
Background to this response 
 
1. The Data Protection Act is in force and NHS Scotland needs to implement a 

programme of work to comply with it, particularly in relation to informing patients 
and getting their consent to use of information. 

2. The CSAGs report was completed in April 2002 to consider issues in relation to the 
security and confidentiality of personal health information. It made a number of 
recommendations which are listed and addressed below. A copy of the full report can 
be obtained on  www.show.scot.nhs.uk/csags  .  

3. Considerable work has been achieved within the service by individual Data Protection 
Officers, Caldicott Guardians and Committees, but this is patchy and needs to be 
encouraged across Scotland. 

4. A Review of the Caldicott Guardians role has commenced under the Chairmanship of 
Dr Rod Muir. 

5. A Review of the NHS Central Register will commence in August 2003 under the 
Chairmanship of Dr Andrew Fraser. 

6. Solid work has been achieved: 
• An SEHD group meets regularly to promulgate work in this area; 
• SEHD funds quarterly meetings of the NHS Data Protection Forum, which  provides a 

learning network for Data Protection staff. A joint meeting was held with the Caldicott 
Guardians in January 2003; 

• A website has been created on SHOW as an information resource for staff and patients 
(www.show.scot.nhs.uk/confidentiality); 

• Payslip inserts have been issued to all NHS staff to raise awareness about confidentiality 
issues; 

• Information & Statistics Division  (ISD) has completed a project to anonymise national 
datasets further. A report is available;. 

• Key documents have been drafted (and are out for consultation) in relation to Access to 
Medical Records, a generic patient information leaflet, a generic staff information leaflet, 
a leaflet on Cancer issues, guidance on child protection in relation to confidentiality, 
guidance on records management, guidance on domestic violence, Anonymisation Project 
at ISD, etc; 

• An updated NHS Code of Practice for staff on Protecting Patient Confidentiality has been 
produced; 

• SEHD has kept close links with similar work being carried out in England; 
• Under the eCare Programme, draft information sharing protocols have been produced to 

support development of local information sharing and associated staff and client/patient 
leaflets necessary for joint working. In addition, consent policies and practices have been 
supported. 

 
 
 

http://www.show.scot.nhs.uk/csags/
http://www.show.scot.nhs.uk/confidentiality/
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SEHD Response to specific recommendations of CSAGs Report 
 
1 SE should organise a national 

awareness campaign for staff, 
patients and the public 

The Data Protection Forum was surveyed to 
establish what has already been achieved across 
Scotland. Some areas had already run public, as 
well as staff and patient information campaigns. 
Payslip inserts were issued to all NHS staff to raise 
awareness about confidentiality issues in February 
2003. 
A website was created on SHOW as an 
information resource for staff and patients 
(www.show.scot.nhs.uk/confidentiality). 
An elearning module on confidentiality and Data 
Protection is available at 
http://www.show.scot.nhs.uk/elearning. 
Research from England found that members of the 
public were not in favour of spending NHS 
resources on expensive publicity. SEHD will keep 
the need for a national awareness campaign under 
review. 
Work will build upon initiatives already in 
progress, such as local Caldicott activity and the 
national eCare programme, which is focussed 
mainly on the interface between Health and other 
agencies 
Key documents have been drafted (and are out for 
consultation) in relation to Access to Medical 
Records, an NHS Code of Practice for staff, a 
generic patient information leaflet,  
 

2 This work should include 
working with patient and staff 
representatives to produce a 
generic information leaflet on 
NHSScotland uses of patient 
identifying information for use 
through out the Service  
 

Many organisations in NHSScotland have already 
produced excellent material. SEHD has built on 
these to produce a draft generic information leaflet 
(which is available to all users on the SHOW 
website). It is being piloted and reviewed by the 
Scottish Consumer Council and the Public/Patient 
Focus Department. Within eCare and the Joint 
Future agenda, staff leaflets and client/patient 
leaflets are being produced. 

3 The Scottish Executive should 
offer guidance to NHSScotland 
data controllers on how patient 
contacts with the NHS should be 
used to provide fair processing 
information. 
 

This is an incremental process. Guidance from the 
Information Commissioner on specific points has 
been circulated to Caldicott Guardians and the 
Data Protection Forum.  
  

 
 
 
 
 

http://www.show.scot.nhs.uk/confidentiality/
http://www.show.scot.nhs.uk/elearning/
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  A generic staff information leaflet and a leaflet on 
Cancer issues have been drafted and are being 
piloted and reviewed by the Scottish Consumer 
Council and the Public/Patient Focus Department. 
Guidance on confidentiality in relation to child 
protection has been issued by SE in Part 4 of 
'Getting Our Priorities Right: Good Practice 
Guidance for Working with Children and Families 
Affected by Substance Misuse'. See 
http://www.scotland.gov.uk/library5/education/gop
r-00.asp 
Updated guidance on records management has 
been drafted and will be issued shortly. 
The Caldicott Review Group will make 
recommendations to SEHD about a monitoring 
framework to assess progress. 
Implementation of the IM&T strategy will build 
monitoring information into standard computer 
entries and audit.  
Good information practice should form part of the 
CNORIS framework. Protocols are being 
developed for inter-agency sharing of data as part 
of eCare and other initiatives. 

4 SEHD should ensure a review is 
undertaken on all data flows 
which need to use patient 
identifiable information to 
ensure compliance with Data 
Protection Act principles. 

Work already done round Scotland is being pooled 
and shared on the website. Further work is being 
done at present by a sub-group of the Data 
Protection Forum. 

5 SEHD, in its consultation with 
professional bodies, should 
produce guidance for 
NHSScotland staff on the 
circumstances and procedures in 
situations where “legal [defence] 
compulsion” can be a 
justification for over-riding 
consent requirements. 

Detailed guidance on this has been issued by the 
Information Commissioner (Use and Disclosure of  
Health Data May 2002) See 
www.dataprotection.gov.uk/dpr/dpdoc.nsf .  
For specific Guidance in relation to Child 
Protection See Rec 3 above. 
Updates and further guidance are issued to the 
Caldicott Guardians and Data Protection Forum  as 
they become available.   
Practical advice in a particular case can be 
obtained from the Caldicott Guardian, SEHD Data 
Protection Department, Information 
Commissioner's Compliance Branch, or Privacy 
Advisory Committee (PAC). 

6 An independent body with 
adjudicatory powers should be 
set up to consider and rule on 
any disputes concerning consent 
requirements which cannot be 
resolved within the NHSScotland 
and SEHD 

SEHD does not consider this to be necessary at 
present as the Information Commissioner is 
required by law to perform this role, and SEHD 
has been able to obtain clear guidance when 
required. 

7 The Scottish Executive should Information & Statistics Division  (ISD) has 

http://www.scotland.gov.uk/library5/education/gopr-00.asp
http://www.dataprotection.gov.uk/dpr/dpdoc.nsf
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develop an action plan based on 
the recommendations of the 
recent feasibility study into 
acceptable anonymisation. 

completed a project to anonymise national datasets 
further. A report is available, and SEHD Analytical 
Services Division will work with ISD on the 
details of implementation – in line with National 
Statistics guidance on good practice. Roll-out of 
this to NHSScotland will be promoted: the 
intention is to develop a central service for all 
national information flows.  For local data flows, 
NHS Boards should also set up systems applying 
nationally agreed anonymisation standards, which 
will be developed with ISD. 
 

8 SEHD’s programme of work to 
establish the CHI number within 
hospital systems should continue, 
as it is vital in supporting direct 
patient care. 

This is continuing, keeping close links with work 
in England on the NHS Number. 
Guidance has been issued to Cald icott Guardians 
and Data Protection Forum on Confidentiality 
Issues in relation to CHI  

9 The CHI number should not be 
used for other systems or 
agencies unless it is with patient 
consent. 
 

Guidance from the Information Commissioner 
supercedes this. Informed consent by the patient is  
the ideal, but the Information Commissioner would 
not be opposed to the NHS number [or CHI] being 
used by a non-health care body as a means of 
linking its records with the healthcare records held 
by a health service body, where this is necessary 
because both bodies are working together to 
deliver a joint service or for agreed research and 
statistical purposes. This approach has been 
adopted in the eCare Technology approach. 

10 NHSScotland should introduce 
IT systems supporting direct 
patient care at a local level that 
offer strong facilities for 
managing access to patient  
identifying information 
according to agreed clinically 
managed protocols. CSAGS 
supports SEHD’s  proposal that 
this is to be achieved 
progressively over a 3-year 
period to 2004. 

Security policies, systems and provisions have 
recently been revised to take this forward both 
within direct care settings and in organisations 
entrusted with patient identifying data for 
secondary analysis. These policies are based on 
meeting the requirements of BS7799, an auditable 
standard now accepted across the public sector for 
data security.  A programme of work to establish 
conformity to BS7799 will be set up. 
Roll-out of anonymisation measures will enhance 
confidentiality further.  
SCIStore ensures that patient identifiable 
information outwith direct clinical care is stored on 
a database platform with access rights and access 
monitoring. 
 

11 SEHD should ensure there is a 
system to allow reports of any 
breaches and lessons learnt to be 
shared 

There is a national reporting system for IT security 
maintained by Phil Philips at ISD. There is also a 
risk reporting tool at ISD, which covers thefts, 
robbery, viruses and inappropriate access, with 
quarterly reports to SEHD. 

12 The Performance Assessment 
Framework (PAF) should 

SEHD drew up and discussed a specification for 
Minimum Work to be done by NHS Boards in 
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include performance targets for 
Confidentiality/Caldicott issues.  
SEHD should help NHSScotland 
data controllers to achieve them.   
 

relation to confidentiality. Details of this are 
included in the HDL which accompanies this 
response. It is intended to put proposals to the PAF 
Multi-Agency Steering Group to include this in the 
PAF for 2003/4. Many NHS Trusts and Boards are 
already meeting these requirements.   

13 Legislation should not be 
pursued to change current 
common law duties of confidence 
while the other changes 
recommended in this Report are 
being implemented 

SEHD maintains close links with work being done 
in England. So far there has been no need to 
consider legislation. 

14 The Scottish Executive should 
maintain contingency plans to 
enable legislation to be brought 
forward in the event that the 
ability of NHSScotland to change 
its procedures to comply with the 
law as it presently stands proves 
to be inadequate 

As above. 

15 The recommendations made in 
this section should be reviewed in 
April 2004 to see whether it has 
proven possible to develop 
information systems that are both 
compliant with the law and that 
enable the supply of information 
in a form which makes it possible 
for research and other activities 
to continue effectively 

SEHD welcomes and will carry out such a review. 
Experience across the UK suggests that steady 
progress is underway. However new learning takes 
time and problems will be solved gradually as the 
NHS finds solutions which meet the needs of all 
users.  

16 SEHD should be required to 
promote training and an 
implementation strategy for all 
levels of NHSScotland.  An 
urgent requirement is to issue a 
new code of practice on patient 
confidentiality to all those in 
NHSScotland. 
 
 

Data Protection Officers round Scotland are 
working hard to train all staff. SEHD has raised 
confidentiality training for all staff as an issue with 
with NHS Education and Human Resource staff. 
Further work is necessary on a training strategy for 
Caldicott Guardians, Data Protection officers and 
all other NHS staff. This will build on rolling out 
the work which has already been achieved above. 
Training on Data Protection also needs to reflect 
forthcoming requirements of the Freedom of 
Information Act as well. 
The Code of Practice for NHS Scotland in relation 
to Protecting Patient Confidentiality has been 
rewritten and will be reissued with this response 
and HDL. 

 
 
DR ANDREW FRASER   DR ANN FIONA BISSET 
Deputy Chief Medical Officer  Data Protection and Confidentiality  
Room 1E.18, SAH    Room 06 Rear Basement, SAH 
( 42270     É 42362 
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ANNEX C - Key staff in NHS Scotland organisations: 
 
1. Caldicott Guardians  
2. Data Protection Officers and Forum 
3. Information Managers, Medical Records staff, IT security officers  
 
In the past three years, each NHS organisation has appointed its own Caldicott Guardian, 
usually a senior clinician.   This responsibility arose from a review of patient dataflows by a 
group chaired by Dame Fiona Caldicott. The Caldicott Guardian is responsible for the safety 
of personal health information within his/her organisation. The Scottish Executive has set up 
a Caldicott Review Group to make recommendations on how the Guardian's responsibility 
should be met. The Review Group is chaired by Dr Rod Muir, ISD, and is  due to report at 
the end of 2003. 
 
Meantime, “Caldicott arrangements” include a framework for improvements for the use of 
personal health information in NHS organisations. Much work has been achieved round 
Scotland, but there is still much to do.   NHS Boards should ensure that there is an annual 
reporting cycle, within their organisation, with  timetabled progress to meet explicit targets. 
 
The Data Protection Forum is supported by the Scottish Executive to meet quarterly to ensure 
an effective network of Data Protection Officers across Scotland who share good practice and 
promote continuous improvement in relation to the use of personal health information. As an 
example of its leading work, several Boards and Trusts have prepared patient leaflets, and 
staff training and induction modules to ensure that health professionals, managers, patients 
and the general public are well informed about the issues. 
 
The Scottish Executive recognises the significant contribution which the Caldicott Guardians, 
Data Protection Officers, Information managers, clinicians and all supporting staff across 
Scotland have made to progress and continuous improvement in the clinical practice of 
colleagues relating to the use of personal health information.   We commend their work to 
senior colleagues, and ask for continuing efforts to  integrate this area of practice into 
mainstream clinical work. 
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ANNEX D - Guidance on use of the CHI (Community Health Index) in NHS Scotland 
 
The CHI contains personally identifying information (date of birth and gender code) and like 
the NHS number in England it is also a ‘personal identifier’ as set out in the Data Protection 
Act 1998 because it 

a) relates to an individual; and 
b) forms part of a set of similar identifiers which is of general application (all patients in 

Scotland who are registered with a GP). 
(The number known as the 'NHS number' in Scotland is in fact the Birth number linked to the 
Registrar General's Register of Births, while the CHI is the Scottish equivalent of the English 
NHS number.) 
  
Restrictions on the use of the CHI number  
 
The Information Commissioner’s position is that an identifier such as the CHI number should 
only be used in the context in which it was created. 
 
The CHI number is an administrative identifier created and owned by the Secretary of State 
to enable the reliable linkage of healthcare records held by health service bodies. 
 
The Commissioner would not be opposed to the CHI number being used by a non-healthcare 
body as a means of linking its records with the healthcare records held by a health service 
body, where this is necessary because both bodies are working together to deliver a joint 
health service.  An example of such joint working would be in the provision of mental health 
services e.g. by both a health body and a social services body.  For the purpose of delivering 
such a service, the Commissioner would not be opposed to the CHI number being used by the 
organisations involved as a means of linking records.  There may, of course, be other 
examples of joint working involving a health service body and a non-health service body 
where the same position can be taken. Non-health agencies could use CHI as a secondary 
identifier for people receiving joint health care from them. This means that, for example, 
Social Work would have a Social Work identifier (which would be their primary identifier), 
but could also include the CHI in correspondence with Health (as an added safeguard that 
they had the right patient). This could also apply to exchange of health information between 
private hospitals and GPs as an added safeguard in identifying a patient. A further use of CHI 
is to produce aggregate statistics to inform government policy-making and planning where 
the individual is not identifiable in the output. 
 
The Commissioner would be opposed to the CHI number subsequently being used by a non-
health service body for purposes not related to the particular service it was providing jointly 
with the health service body.  For example, where a CHI number is in the possession of a 
social services body that has been providing joint mental health services, it should not then be 
used as a unique identifier by the social services body for the individua l as he or she receives 
other services from the social services body that are not health related. 
 
NHS staff still need to seek informed consent from the patient for sharing personal health 
information (including the CHI) with other agencies.  This should be done at the time of 
disclosure rather than as part of general patient information because  
- non-NHS services are very diverse and patients might not expect their information to be 

shared for a particular purpose, and 
- Information Commissioner believes that some patients have strong views about sharing 

their information with other agencies.   
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It is recognised that with greater inter-agency working and broader definitions of 'health', this 
guidance will need to be kept under review.  
 
Why should the CHI number only be used in health? 
 
There are two Data Protection Principles that are likely to be breached if the CHI number is 
used outside of the context in which it was created (and where there is no strong argument for 
that additional use).   
 
The Second Principle requires that personal data shall be obtained only for one or more 
specified and lawful purposes, and shall not be further processed in any manner incompatible 
with that purpose or those purposes.  It would be incompatible for a non-health service body 
to further process the CHI number beyond the processing that was necessary for record 
linkage while providing a joint service with a health service body. 
 
The Third Principle requires that personal data shall be adequate, relevant and not excessive 
in relation to the purpose or purposes for which it is processed.  While it would be relevant 
for a non-health service body to process the CHI number for the purpose of record linkage 
while providing a joint service with a health service body, it would not be relevant to process 
the CHI number for other purposes where it is not necessary to link records with those of a 
health service body.  The processing of the CHI number in these circumstances would be 
excessive for the purpose. 
 
Widespread use of the CHI number outside health may increase the risk of fraud and could 
breach the requirements of the Seventh Principle.  This requires that appropriate technical and 
organisational measures are taken to ensure the security of personal data.  The widespread 
use of the CHI number in non-health situations may increase the risk of the CHI number 
being used in identity fraud.  This may result in individuals receiving healthcare to which 
they are not entitled, or being able to access personal data to which they are not entitled 
(resulting in a breach of confidentiality). The additional information contained in the CHI is 
particularly useful in checking identity of a patient (in comparison with the Unique Patient 
Identifier in England). CHI should definitely not be used to 'seed' non-health databases. 
 
In England they are considering policy on making their NHS number a patient identifier. In 
which case a Unique Patient Identifier (UPI) (which has been suggested as an alternative to 
the CHI in Scotland) will have few advantages over the CHI number. Moreover, CHI 
provides useful clinical information to confirm identity. 
 
 
 
 
 
 
 
 
 
 
  
 

 

As a working rule, the CHI should only be given out to another agency  
 
a) for Health Care purposes in providing a health care service. 
b) where health workers are already providing other personal identifying data such as 

name, address, date of birth (and have received the patient's informed consent to do 
this).  

 
(Care should be taken that the CHI number is not included on sticky labels which are stuck 
on envelopes which are posted out to the patient.)  
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ANNEX E - Resources Available for NHSScotland 
 
Pay slip inserts were issued to all NHS staff in February 2003 to raise awareness about 
confident iality. 
 
Website on SHOW (www.show.scot.nhs.uk/confidentiality) is a readily available source of 
advice for NHS staff and patients. 
 
Advice is available in relation to specific problems from SEHD (Tel 0131 244 2362) or 
ISD (0131 551 8359). 
 
A new Code of Practice for NHS Scotland Protecting Patient Confidentiality has been 
produced and must be made available to all staff, students, volunteers and contractors by 
NHS Boards. 
 
A patient information leaflet on protection of personal health information is available on 
the website, based on those prepared by Borders NHS Board and Lothian University 
Hospitals NHS Trust. These can then be customised to include local contact points, and 
should be available to all patients accessing the NHS. 
 
A staff information leaflet has been prepared, also based on those prepared by Borders NHS 
Board and Lothian University Hospitals NHS Trust. These can be customised to include local 
contact points. They need to be available to all staff in the NHS, and should be included in 
induction and refresher courses for all staff. 
 
An e-learning programme for staff and patients on confidentiality has been developed by 
ISD and is available at http://www.show.scot.nhs.uk/elearning 
 
An Anonymisation project has been completed by ISD (Information & Statistics Division) 
to anonymise its datasets as soon and as fully as possible. NHS Boards should use the ISD 
anonymising service for all national data. For local data flows NHS Boards should set up 
systems applying nationally agreed anonymisation standards, which are being developed 
with ISD and SEHD Analytical Services Division. 
 
Specific guidance on specialist areas such as Child Protection, use of the Community 
Health Index (CHI) to ensure that CHI is used as a patient identifier in all health service 
activity, etc have been drawn up. More guidance will be issued from time to time. 
 
Guidance relating to specific disease groups and certain health care functions will be the 
responsibility of Managed networks or local agencies, with expert assistance available 
from the Data Protection Forum. 
 
Protocols are being drawn up for sharing health information with other agencies as part 
of the Joint Futures agenda. 
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